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Governance

L 4

Risk Management
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THREE LINES MODEL : 6 PRINCIPLES

* GOVERNANCE
* GOVERNING BODY ROLES

* MANAGEMENT AND FIRST AND SECOND
LINE ROLES

* THIRD LINE ROLES
* THIRD LINE INDEPENDENCE
* CREATING AND PROTECTING VALUE
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THREE LINES MODEL : KEY ROLES

THE GOVERNING BODY
MANAGEMENT

INTERNAL AUDIT

EXTERNAL ASSURANCE PROVIDERS
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RISK

COSO DEFINITION

“THE POSSIBILITY THAT EVENTS WILL OCCUR AND AFFECT THE
ACHIEVEMENT OF STRATEGY AND BUSINESS OBJECTIVES”

ISO DEFINITION
- EFFECT OF UNCERTAINTY ON OBJECTIVES...

- CAN BE POSITIVE, NEGATIVE...

- EXPRESSED IN TERMS OF RISK SOURCES , POTENTIAL EVENTS,

CONSEQUENCES AND LIKELIHOODJ..U
N/ _“’

} O\



COSO’S FRAUD RISK MANAGEMENT PRINCIPLES

** FRAUD RISK GOVERNANCE

CORPORATE GOVERNANCE + INTERNAL CONTROL ENVIRONMENT

FRAUD RISK MANAGEMENT PROGRAM BY BOARD AND SENIOR MANAGEMENT

** FRAUD RISK ASSESSMENT

** FRAUD CONTROL ACTIVITY

** FRAUD INVESTIGATION AND CORRECTIVE ACTION
** FRAUD RISK MANAGEMENT MONITORING ACTIVITIES



FRAUD RISK GOVERNANCE

CULTURE — HONESTY, INTEGRITY, ETHIC

* CLEARLY COMMUNICATE COMMITTING FRAUD FACES A HIGH LIKELIHOOD OF GETTING CAUGHT AND BEING HELD
RESPONSIBLE AND PUNISHED

TONE AT THE TOP — LEADING BY EXAMPLE

BOARD ROLES

FRAUD RISK MANAGEMENT POLICY

FRAUD RISK GOVERNANCE ROLES AND RESPONSIBILITIES — DETERRENCE, PREVENTION, DETECTION
DOCUMENT

COMMUNICATE — WHISTLEBLOWER PROCESS
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® FRAUD RISK ASSESSMENT TEAM — APPROPRIATE COMPONENT

® FRAUD RISK UNIVERSE

IDENTIFY FRAUD SCHEMES AND FRAUD RISKS — INCLUDING RISK OF MANAGEMENT OVERRIDE OF CONTROLS

* 3|5y IUNANITZNULLES lomd

® ASSESS PERSONNEL AND DEPARTMENTS USING FRAUD TRIANGLE
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® BRIBERY
® EMBEZZLEMENT
® EXTORTION My

' FAVORITISM




FRAUD TRIANGLE

* INTENSIVE / PRESSURE
* RATIONALIZATION / ATTITUDE
« OPPORTUNITY
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® 115521 UNIVERSE OF FRAUD RISKS

9
y VDYATITAUINAINNIIUDN ¢ NEWS, COMPLAINTS, IIA AND OTHER
ORGANIZATIONS

. %’aagamsaummmmaclu : INTERVIEWING, BRAINSTORMING, EMPLOYEE

SURVEYS, FACILITATED SESSIONS, REVIEWING INFORMATION FROM WHISTLEBLOWER
HOTLINE, PERFORMING ANALYTICAL PROCEDURES
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FRAUD CONTROL ACTIVITIES

ADDRESSING ROOT CAUSES

MITIGATE THE CAUSES

PREVENTIVE CONTROLS — OVERT & COVERT /LOWER ORGANIZATIONAL LEVELS, BUSINESS PROCESSES
DETECTIVE CONTROLS — COVERT / ORGANIZATIONAL AND OPERATIONAL LEVELS

BACKGROUND INVESTIGATIONS — PERSONNEL , SUPPLIERS, CUSTOMERS, BUSINESS PARTNERS
TRAINING

ANNUAL EMPLOYEE SURVEYS - asuanunsalunismanuleelingd dss@ninareinisnevauasinvioeanunniiuany wunisnssinhinadnavise W ludneiuen $38nsseeuvisald

EXIT INTERVIEWS

SEGREGATION OF DUTIES — NULLIFIED BY COLLUSION — SO REGULAR ROTATION, MANDATORY LEAVE POLICIES, DATA ANALYTICS
WHISTLEBLOWER SYSTEMS — PROVISION FOR ANONYMITY, TESTING BY IA, OVERSIGHT BY BOARD/AC

MANAGEMENT OVERRIDE OF CONTROLS

PROACTIVE DATA ANALYTICS
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ROOT CAUSE ANALYSIS
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DATA ANALYTICS FRAMEWORK

(’\

* ANALYTICS DESIGN
* DATA COLLECTION
- * DATA ORGANIZATION & CALCULATION

' DATA ANALYSIS
BSERVATION &REMEDIATION

S
S



FRAUD PREVENTIVE CONTROL

BUSINESS PROCESS CONTROLS — DELEGATE AUTHORITY AND RESPONSIBILITY
PHYSICAL ACCESS CONTROL

LOGICAL ACCESS CONTROL — THOSE THAT HAVE A “NEED TO KNOW?” HAVE THE “RIGHTS TO
KNOW?”

TRANSACTION CONTROL — MANUAL/AUTOMATED , COMPLETENESS /ACCURACY /VALIDITY,
APPROVAL WITH MONEY THRESHOLDS

TECHNOLOGY CONTROL
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_~  FRAUD INVESTIGATION AND CORRECTIVE ACTION

* ESTABLISH INVESTIGATION AND RESPONSE PROTOCOLS
* CONDUCT INVESTIGATION
* COMMUNICATE INVESTIGATION RESULTS

* TAKE CORRECTIVE ACTIONS — INTERNAL CONTROL REMEDIATION, DISCIPLINARY ACTIONS,
TRAINING, INSURANCE CLAIM, ROOT CAUSE ANALYSIS

* EVALUATE INVESTIGATION PERFORMANCE
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MONITORING ACTIVITIES

("\

* ONGOING MONITORING —ROUTINE PROCESSES MONITORING ON A REAL-TIME BASIS

* SEPARATE PERIODIC EVALUATION
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MAYA TESTS OF CONTROLS

®* NITADUDIN
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* Mydunyal

* MMMV UTOUDIN

® 115 W8U FLOWCHART
* N5WEUBTUY

® 115 WALKTHROUGHS
o m3lnsesilonagoy

* NM511f5sUMeUnNU LEADING PRACTICES
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o « SKIMMING
* LAPPING
e THEFT OF CHECKS
* DEPOSIT IN TRANSIT
* FALSE REFUNDS

» FALSE VOIDS
-+ CHECK TAMPERING
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GHOST EMPLOYEES

FALSIFIED HOURS AND SALARY

FAILURE TO REMOVE TERMINATED EMPLOYEE
OVERTIME PAY

SYSTEM PASSWORD COMPROMISE
FORGED AUTHORIZATIONS

ENROLLING INELIGIBLE PENSIONER

MISUSE OF ASSETS /INVENTORIES

THEFT OF ASSETS/INVENTORIES
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